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Big Data: Human Rights and the      
Democratization of Knowledge 

     



 

 
 

Big Data 

Large amounts of data
and data types 

Mobile devices, tracking 
systems, RFID, sensor 
networks, social networks, 
Internet searches, automated 
record keeping, video archives, 
e-commerce 

Secondary analyses of 
primary and derived data 
Identify trends 
Improve research quality



Big Data 
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Open Science 

•

•
•

•

DATA SHARING AND 
INNOVATION 

Open access 
Accessible research & 
data to all levels of 
society (e.g., amateurs, 
citizen scientists, and  
professionals) 

Open data 
Open sources  

National Academies of Sciences, Engineering, and Medicine. 2018. Open Science by Design: Realizing a 
Vision for 21st Century Research. Washington, DC: The National Academies Press. 
https://doi.org/10.17226/25116. 
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 •

Open Science and Data Sharing 

Facilitates innovation of 
research tools and 

methods 
 

 

 

Courtesy: (Adapted from Paltoo, Harris, Luetkemeier, OSP-Office of Science Policy – NIH) 
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 •

Open Science and Data Sharing 

Facilitates innovation of 
research tools and 

methods 
 

• Increases statistical 
power 

 

 

 

Courtesy: (Adapted from Paltoo, Harris, Luetkemeier, OSP-Office of Science Policy – NIH) 
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Open Science and Data Sharing 

• Facilitates innovation of 
research tools and 

methods 
 

• Increases statistical 
power 

 

• Improves research 
quality through 
validation and  

replication 

 

 Courtesy: (Adapted from Paltoo, Harris, Luetkemeier, OSP-Office of Science Policy – NIH) 
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 •

Open Science and Data Sharing 

Increases scientific value 
and analyses by enabling 

data from multiple 
studies to be combined 

and explored 
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•

Milham, MP et al. (2018) Assessment of the impact of shared brain imaging data on the scientific literature. Nature Communications, 9, DOI: 10.1038/s41467-018-04976-1 

Increases scientific value 
and analyses by enabling 

data from multiple 
studies to be combined 

and explored 

Open Science and Data Sharing 

Increases scale of studies, 
# publications, and types of 

scientists from a broader 
range of disciplines 

•
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Open Science and Data Sharing 

•

•

Biology and Medicine are now 
data intensive enterprises 

Rapidly changing scale 

•Technology, data computing 
and information technology 
(IT) are pervasive in the lab, 
clinic, and home   



The 
Jabberwocky 

  
Policies                              

NCI Office of Data Sharing            
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NIH Data Sharing Policies 

1999 2003 2004 2007 2008 2012 2014 2015 2016 2017 2018 2019 

Research
Tools 
Policy 

  

Data Sharing 
Policy 

 Public Access 
Policy 

(Publications) 

Big Data to 
Knowledge 

(BD2K) Initiative 

ODigital Data 
(Holdren STP Memo: 
Increasing Access to 

Publications and 
Scientific 

 

Memo) 

Modernization 
of Clinical 

Trials 

Genome-Wide 
Assocation 

Study (GWAS) 
Policy 

Genomic Data 
Sharing Policy 

DHHS 
Regulation/NIH 
Policy: Clinical 

Trial Registration 
 and Results 

 
NCI Cancer 

MoonshotSM Public
Access & Data 
Sharing

 

 Policy 

Intramural Human 
Data Sharing 

Policy 

Genomic 
Summary 
Results 

Policy Provisions for 
Data Management 

and Sharing 

Model 
Organism 

Policy 

(Courtesy: (Adapted from D.Paltoo and L.L. Rodriguez) 



 17 

 

NCI Office of Data Sharing 
nciofficeofdatasharing@nih.gov  

NCI Office 
of Data NI
Sharing 

NCI 
Leadership 

Extramural & 
Intramural NCI 
Programs 

H Data Access 
& Sharing 

Governance 

External 
Stakeholders 

(Courtesy: (Adapted from J Guidry Auvil, NCI – NIH) 
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, 

NCI Office of Data Sharing 
nciofficeofdatasharing@nih.gov  

Provide leadership and guidance 
to enhance data sharing for NCI 
and the cancer research 
community. 

Coordinate registration, submission
and access procedures for NCI 
datasets/repositories. 

Encourage participation in 
major data sharing 
initiatives. 

Guide NCI approach to 
implementation and interpretation 
of NIH and NCI data management 
and sharing policies. 

Advise on considerations for 
ethical  and minority and health 
disparity  issues related to data 
access and sharing for the 
cancer community. 

Create data sharing resources 
to inform and guide the cancer 
communities. 

(Courtesy: (Adapted from J Guidry Auvil, NCI – NIH) 
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Total Number of Actual and Projected                           
NCI dbGaP Data Access Requests By Year 
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(Courtesy: Adapted from J Guidry Auvil, NCI – NIH) 



 20 

Total Number of Actual and Projected                           
NCI dbGaP Data Access Requests By Year 

 

YEAR 

# 
of

 D
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(Courtesy: Adapted from J Guidry Auvil, NCI – NIH) 



Percentage of Data Access Requests By NIH I/Cs 
01/01218 –05/31/2019  

CDAC 
0% 

ES DAC 
0% 

JAAMH 
15% 

JARDE 
2% 

KidsFirst 
0% 

NCATS 
0% 

[CATEGORY NAME] 
~[PERCENTAGE] 

NDAR 
1% 

NEI 
1% 

NHGRI 
18% 

NHLBI 
22% 

NIAID 
0% 

NICHD 
1% 

NINDS 
4% 

NIDDK 
3% 

NIGMS 
1% 



NCI Office of Data Sharing* 
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* NCI DAC receives ~30% of DARs to dbGaP; results include significant 
efficiency in DAR processing times and eliminating 1000+ DAR backlog 

100) 

 

Pre-centralization to Phase I Phase I to Phase II Post Phase III 
(6/25/17 - 6/22/18) (6/25/18 – 8/17/18) (8/18/18 – 5/31/19) 

24.2 

0.3 
5.1 

53.4 

26.4 

90.7 

•

 

Time (Days) Data Access Requests (



The     
Science 

  
The Data                  

           The People
The Ethics 



 24 https://www.cbinsights.com/research/team-blog/data-network-effects/  

https://www.cbinsights.com/research/team-blog/data-network-effects/
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Data: Variety, Volume, Velocity, and Veracity 

• More scientific data 
domains are emerging 
with capacities to 
capture real time 
health information   
•
•
•
•
•

Proteomics 
Metabolomics 
Microscopy 
Medical imaging 
Other various 
technologies   
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Human Disease Networks (2015) 

• Identify disease 
gene-phenotype 
associations at 
higher cellular and 
organismal levels 

 

Greene, CS, et al, (2015) Nature Genetics, 47, 569-576. https://doi.org/10.1038/ng.3259 

https://visual.ly/community/interactive-graphic/health/network-graph-human-diseases 

https://visual.ly/community/interactive-graphic/health/network-graph-human-diseases
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Precision Medicine  
•

•

•
•

Learning system that accounts for 
complexity of underlying biology  
Requires 

•
•
•
•
•

Deep biological understanding 
Advances in scientific methods 
Advances in instrumentation 
Advances in technology 
Advances in data management and 
computation 

Can change disease classifications  
Genomic, imaging, clinical, and  
laboratory data 
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Standard Model of Computational Analyses 
(circa 2014) 

(Courtesy: Adapted from A. Kerlavage, NCI – NIH) 
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 •

NCI Cloud Resources 

•

•

•

•

• Democratize access to NCI-generated data 

Create cost-effective scalable computational capacity 

Access large data sets 

without downloading data 

Bring  tools and pipelines 

to the data 

Bring and combine own 

data and analyze with 

existing data 

Workspace to save and 

share data and results of 

analyses 

(Courtesy: Adapted from A. Kerlavage, NCI – NIH) 
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National Cancer Data Ecosystem 

(Courtesy: Adapted from A. Kerlavage, NCI – NIH) 
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The People 

 

(Courtesy: (Adapted from A. Kerlavage, NCI – NIH) 



Data Access and Sharing: 
Isn’t Only a Technology Challenge 

Scalable & 
Secure 

Environments 

Data Sharing 
&  

Collaboration 

Data 
Analysis 
Fluency 

Data 
Harmonization 
& Organization 

Te
ch

no
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gy
 

S
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l 



Data Access and Sharing: 
Isn’t Only a Technology Challenge 

Multidisciplinary Teams with Diverse Expertise and 
Resources 

Biology/Social/Psychology Researcher 

Computational Scientist

Algorithm Developer  
• test new algorithm on hundreds or 

thousands of BAM or FASTQ files 
• run novel image segmentation method 

across whole-slide images 
 
 
 

 

(Courtesy: Adapted from A. Kerlavage, NCI – NIH) 



Data Access and Sharing: 
Isn’t Only a Technology Challenge 

Multidisciplinary Teams with Diverse Expertise and 
Resources 

55 authors (+ TCGA network)  
34 author affiliations 

2 cloud resources + local infrastructures 

(Courtesy: Adapted from A. Kerlavage, NCI – NIH) 
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Ethics 
The Ethical Challenge 

Inclusion 
Respect  

 Equity 
(Adapted by V OTA WANG) 

Wilkinson, M. D. et al. (2016). The FAIR Guiding Principles for scientific data management and stewardship. Sci. Data3:160018 doi: 10.1038/sdata.2016.18  



 36 

 

datasharing Ethical, Economic, Legal, Social 
Implications (dEELSI) 

 

• Data and Information are not Neutral 
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datasharing Ethical, Economic, Legal, Social 
Implications (dEELSI) 

 

• Data and Information are not Neutral 

• Identity, Phenotypes, and Bias 

• Identifiability and Privacy 

• Bias –Machine Learning and 
Artificial Intelligence 

• Incidental Findings and             
Return of Results 

• Informed Consent and                      
Broad Data Uses        

• Governance, and Trustworthiness 
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Minority and Health Disparity Issues  

 

• Data and Information are not Neutral 

• Stigma:  People/groups/            
communities/diagnoses/phenotypes 

• Inclusion: Data collected in 
basic/applied/clinical trial research  

• Diversity and Workforce issues  

•

•

Citizen Science and community and 
patient engagement 

Inclusion, Equity, and Data Access – 
The Haves and Have Nots 
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Challenges 

 

 

 

•
•
•
•
•   

 

 

 

 

 

 

 

 

 

 

•
•
•
•

 

Data are difficult to 
 

collect 

store 

delete 

search 

share 

visualize 

curate 

process 

analyze 

with current available 

databases and tools 
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Challenges 
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Challenges 

How to have integrity 
in [data  

and data sharing] 
in a world 

that does not 
affirm everyone’s 

humanity 

 
       

   
 
 

- Adapted from Thomas A. Parham 
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Challenges 

Science Isn’t Broken 

“…it’s just…a lot 
harder than we 
give it credit for…” 
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Challenges 

Science Isn’t Broken 

“…it’s just…a lot 
harder than we 
give it credit for…” 
 
“Now it needs to 
change itself…” 
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The Challenge 

PARADIGM 
SHIFT 

 

Hypothesis 
Confirmation 

TO 

 Hypothesis 
Generation 
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The Challenge 

 

 

Glass and MCAtee (2006). 
http://www.springernature.com/gp/authors/research-data-policy 

http://www.springernature.com/gp/authors/research-data-policy


 

 

 

•
•
•
•
•
•

•

•
•
•

Setting You and your Data Free 

Catalyze new collaborations 

Increase confidence in results 

Larger projects (scope & sample size) 

Local vs global (>external validity)  

Generate greater recognition 

Credit 

Digital Object Identifier (DOI) enables          
independent discoverable citability for          
researcher credit  

Data tracking on the impact of research 

Journal data availability statements 

Open data badges 

 

 

 46 
Popkin (2019). Data sharing and how it can benefit your scientific career. Nature, (569, 446-7. 
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https://datascience.cancer.gov/data-sharing 

https://datascience.cancer.gov/data-sharing


www.cancer.gov                 www.cancer.gov/espanol 

www.cancer.gov
www.cancer.gov/espanol
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